A Multivariate Model for Data Cleansing in Sensor Networks
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Abstract—In this research, our objective is to detect and
repair erroneous (i.e. dirty) data caused by inevitable syem

problems involving various hardware and software componets
of sensor networks. Our approach is to leverage on the intrisic
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chosen group of sensor nodes. To accomplish this, cordelate
error structure among multiple sensors should be captuved.

thus design a multivariate error model, in which we assume
the sensor data processes used to obtain covariance structu

redundancies and correlations among the collected data, asare in stationary-state. We further define that the measured

information about a single event of interest in a sensor netark

is usually reflected in multiple measurement data points. Tts

data correlation can exhibit temporally, spatially, and aagoss

different data types. The inconsistency among multiple sesor

measurements serves as an indicator for data quality probla.

The focus of this paper is therefore to study methods that
can effectively identify and correct errorneous data among
inconsistent observations based on the correlation struate of

various sensor measurement series. We propose a multivatea
model to achieve this goal.

Along the line of sensor data cleansing research, a few stuah
have been conducted during recent years [3], [2], [4], [5]- A
our project, we would like to study more efficieint mathematical
models to accurately identify dirty data and further to prop ose
a data quality scoring model so that the quality of sensor
measurements can be “graded” and reported to upper layer
fusion algorithms in a timely manner. The evaluation of data
quality is especially crucial for sensor networks that are ésigned
to accomplish millitary missions. Thus, the ultimate outcanes of
this research will be “error-corrected” information and a fi delity
measure of the information that would be useful for the decigon
making process serving millitary applications.

I. AMULTIVARIATE MODEL FOROUTLIER DETECTION
A. Ildentify Correlated Data Groups

In this study, our goal is to utilize spatial, temporal oreath
types of data redundancies among sensors to identify and re-

pair dirty data. To discover the correlation structures,need
to first classify potentially correlated sensors into graugpor

instance, in a sensor network presented by Intel Berkeléy L
[1] as shown in Figure 1, for which we will discuss in furthef™
detail in Section II, the sensor nodes can be grouped toget &

and each sensor can : o .
§is determined that potential dirty measurement exists ba da

base on their regional relationship,
classified into multiple regions (i.e., groups). Howeven
different sensor network applications the correlationcttire

data at timet of a sensor node is z;;, and the true value
of the measurement point is;. Here, the error sequence of
the time series model for the measurements of sehsan be
denoted as _

i 6; =Tt — Tit . (1)
Various error forecast models can be utilized to captjre
We adopt a simple moving average, MA(q), model in which

€; is assumed normally distributed and follows

_Ei =0ixit + 0i—1%it—1 + ... + Ot—qTit—q- (2)
At each timet, therefore, an error vector can be shown as
At = [6%7637"'76?] (3)

with n being the number of sensors in the chosen group.
To detect problematic time points in a sensor group, we
choose to usesteady-statemeasurement data points as the
training data sequence to obtain multivariate covariamce f
later outlier detection. We define the multivariate error at time

t as
we=Ay- R AT (4)

in which, A, is defined in Equation (3), and? is the
covariance matrix of error sequences as shown below
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In Equation (5),¢' represents the error vector of sensor
Specifically,e! =< €}, b, ..., el > with T being the number
gf data points from sensar that are used for training the
ultivariate covariances. After obtaining the multivagiarror
guence ofu;, we comparey; with x2 distribution with a
tﬁBr sholdr to detect outliers. Specifically, if; > x?(n, 7), it

vector [+, ¥5t, ..., Tpt| at timet.

of sensor nodes can be varied and more complicated than sgn-Dirty Data Identification

ple geographic classification. Nonetheless, regardlessrafor

The multivariate error presented in Equation (4) can only

node grouping method, theorrelation based data cleansingbe used to detect the existance of dirty data in a group of

modelthat we Eroppﬁe in tr;|s p:japer can b% ap%he_d 0 Malsors at a given time. However to identify whether a specifi
sensor networks with correlated sensor nodes being groug%ﬂsor is producing erroneous measurement, we need terfurth

together base on application-specific correlation strectu

B. Dirty Data Detection

examine each sensor record individually. By assuming dirty
data are sparse, that is to assume that in one sensor group at

The next step is to detect whether potential data problem He time there is only one sensor reports dirty data, we may
occurred at a particular time among the data collected fromegaluate thevorst sensor measurement produced at tinisy



iteratively deriving a modified multivariate erras;~*>, which
excludes the data entry of sengdhat is under investigation.
Specifically, we define

| it in
Wi = AT R AT (6)

in which A~ and R<*> are A; and R excluding thei-th
element respectively. That is,

P [ | @)
and . .
cov(et, ') ... cou(e, e cov(et, eth)
R<Z=| cov(e™ ') ... cov(e €Y cov(e T €Y LL Fig. 1. Intel Berkeley Lab Sensor Network
cov(ett el) .. cov(eh €T cou(eTh ) | 1l A PHASE-TRANSITION MODEL FOR SENSORQUALITY
®) Based on dirty data identification at each sensor node, we

By iteratively evaluatingw™> over i € [1,2,...,n] for can construct a phz?\se.-transition model to ratg the dat_eiltyqual
any timet where multivariate error is detected, a senspr Of @ sensor by assigning “quality scores” for it over time. A
that generates the minimum~"> can be identified, which simple temporal phase-transition model is shown in Figyre 2
indicatesz;,; is a dirty data point. Here, it should be noticed? Which the data quality of a sensor node is rated as “good”,
that a sensor node can be classified into multiple measutemétyiestionable”, and “bad”.
groups, therefore its measurement may be detected dity _
multiple times in one period. This information is useful to Bad
enhance the confidentiality of dirty data detection, or &iify

. i i X Fig. 2. A Sample Phase Transition Model for Sensor Qualigtest
whether the error detection itself is biased.

State transition rules, therefore, can be constructed e co
Il. PERFORMANCEEVALUATION trol the quality rating at each sensor. For instance, somglsa
In our evaluation, we choose to use the data traces collecgglte transition rules ard: If a sensor reports non-dirty data
from a sensor network built at Intel Berkeley Research Lagr consecutive 5 minutes, then rate the sensor as in “good”
shown in Figure 1. During this measurement study [1], Sdata quality state2. If a sensor reports two “dirty” data points
Mica2Dot sensors were monitored over a 37-days periagler the past 5 minutes, then rate the sensor as in “bad” data
with humidity, temperature, light and voltage values beinguality state;3. If none of the above two rules is satisfied,
recorded periodically at each sensor. The data was callectfen the sensor is rated as in “questionable” data quatitg st
using TinyDB in-network query processing system built o th |n the future work, we plan to study feasible phase-tramsiti

TinyOS platform. models for evaluating sensor data qualities especiallyhé t
After examining measurement traces of the Intel BerkeBtenarios of military applications.
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